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1.

SHOWN FOR CLARITY.

NOT ALL SWITCH, PATCH PANEL, AND MEDIA CONVERTER PORTS ARE

THIS DEVICE IS CONNECTED BUT DOES NOT APPEAR TO BE IN USE,

OTHER THAN AS A PASS—THROUGH ETHERNET SWITCH. CONSIDER
REMOVING.

NOT ALL PLC I/0 SLOTS AND MODULES ARE SHOWN FOR CLARITY.

BELIEVES AN MDS TRANSNET STORE—AND—FORWARD RADIO IS
CONNECTED TO THIS ANTENNA, AND USED FOR COMMUNICATIONS

AMONGST REMOTE SITES NOT ASSOCIATED WITH LOWER SCIOTO WRF.

NETWORK.

BUT NOT REDUNDANT PATHS.

DIRECT WIRELESS RADAR ANTENNA FOR CONNECTION TO COUNTY

NOT ALL CONNECTIONS TO DATA CENTER SWITCHES ARE ACCOUNTED
FOR.

WHILE THE FIBER NETWORK IS A RING TOPOLOGY, THE CABLING IS
MOSTLY VIA THE SAME CONDUITS. THUS, THERE IS REDUNDANT CABLING

THERE IS ALSO AN OMNI—DIRECTIONAL ANTENNA ON THIS RADIO TOWER.
THE ASSOCIATED ENCLOSURE WAS LOCKED DURING THE STUDY. DCRSD

THERE ARE TWO 6—STRAND PATCH PANELS IN THE FIBER TERMINATION
BOX, AND TWO 6-—STRAND FIBER CABLES. HOWEVER, THE INDIVIDUAL
STRANDS ARE WEAVED TOGETHER AND ONLY ONE PATCH PANEL IS USED.
THE REMAINING SIX STRANDS ARE NOT TERMINATED. WHILE IT APPEARS
THAT THE FIBER RING IS COMPLETED, CDM SMITH CAN NOT BE CERTAIN

WITHOUT DISCONNECTING THE LIVE TERMINATIONS AND UNWINDING THE
FIBER STRANDS.

LOWER SCIOTO WRF SCADA NETWORK.

NO COMPONENTS IN THIS CONTROL PANEL ARE CONNECTED TO THE

OO OOOOLO © VOO O

4—PORT FIBER SWITCH

FIBER PATCH PANEL

SWITCHING POWER SUPPLY

MODEM
ALLEN—BRADLEY SLC 5/05 PLC

ALLEN—BRADLEY SLC 5/04 PLC

ALLEN—BRADLEY COMPACTLOGIX PLC

TERMINAL

MITSUBISHI MELSEC—-Q SERIES PLC

TERMINAL

MITSUBISHI MELSEC—FXTN PLC

EXTREME NETWORKS X440-G2—-12P—10GE4,

MITSUBISHI GT15 OPERATOR INTERFACE TERMINAL

CTRLINK EISK5—100T 5—PORT 10/100 MBPS SWITCH

12—PORT COPPER,

MIMOSA 10/100/1000BASE—TX GIGABIT POWER OVER ETHERNET

ALLEN—BRADLEY PANELVIEW PLUS 700 OPERATOR INTERFACE

TOTAL CONTROL (GE) QUICKPANEL JR. OPERATOR INTERFACE

CTRLINK EIS6—100T/FC, 4—PORT COPPER, 2—PORT FIBER SWITCH

ALLEN—BRADLEY 9300—RADES REMOTE ACCESS DIAL—IN ETHERNET
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ADMINISTRATION BUILDING
_PLANT MANAGER OFFICE - SLRERAL ROTES:
| 1. NOT ALL SWITCH, PATCH PANEL, AND MEDIA CONVERTER PORTS ARE
= SHOWN FOR CLARITY.
o o 2. NOT ALL PLC /0 SLOTS AND MODULES ARE SHOWN FOR CLARITY.
o —
3. DIRECT WIRELESS RADAR ANTENNA FOR CONNECTION TO COUNTY
- - NETWORK.
OPERATOR IFIX 4.5 <|
STANDALONE SERVER 4. THERE ARE SIX CABLES CONNECTED TO THIS SWITCH THAT ARE NOT
CONNECTED TO ACTIVE END DEVICES. PREVIOUS END DEVICES INCLUDE
o CAT—5/6 MCC—1, MCC—2, MCC TOUCH PANEL, DIGITAL VIDEO MONITORING
RECORDER, AND TWO CONNECTIONS TO A DELL POWERVAULT FILE
SERVER.
FCREEN AND AUGER BU'L[I‘NG | @ Hpupupugn 5. NO COMPONENTS IN THIS PANEL ARE CONNECTED TO THE NORTHSTAR
WRF SCADA NETWORK.
CCOMMUNICATION PANEL L a5 /6
NETWORK |SWITCH CABINET 6. THERE ARE OTHER FIBER CONNECTIONS FOR THE VIDEO MONITORING
B — SYSTEM, WHICH IS NO LONGER IN USE. NOT ALL FIBER CABLING DETAILS =
@ NOTE 4 @ /POE - ARE SHOWN ON THESE DRAWINGS.
& FIBER @ OO0o0ooogaoo \ ] / — Z____  TO COUNTY NETWORK 7. THIS PLC IS ABANDONED—IN—PLACE, ALTHOUGH STILL CONNECTED TO
CAT—5/6 NOTE 3 THE NETWORK. IT WAS IN A FAILED STATE DURING SITE INSPECTION.
56 CAT—5/6 —< THUS, CONNECTIONS TO THE REMOTE /O SCANNER WERE NOT
] ' INVESTIGATED.
- -
— — 00 00 8. THE NORTHSTAR LIFT STATION DOES NOT COMMUNICATE TO THE
¢—CAT-5/6 L NORTHSTAR WRF. THE LIFT STATION IS CONTROLLED VIA A MULTITRODE
oLl PANEL | FIBER—< & FIBER MULTISMART CONTROLLER AND DATA IS COMMUNICATED THROUGH AN MDS
OPERATIONS | PLC PANEL TRANSNET RADIO BACK TO THE DEL—CO FLYING J WATER TANK AND ON é]
B I ] PE . | TO ALUM CREEK WRF. THE LIFT STATION SCADA IS VIA VTSCADA.
— — - NOTE 6 NOTE 6
gl () ey o 00l (7)
/0 il_ L__ __J
|
SC PLC cerial | CeR KEY NOTES:
L ] CENllRlFUGE BUILDING — @ CISCO SGD100D—-05 5—PORT UNMANAGED GIGABIT SWITCH
Z COMMUNICATION PANEL
@ PULSAIR CONTROL PANEL - . @ NETGEAR GS116 PROSAFE 16—PORT GIGABIT SWITCH
NOTE 5 N @ i
B B SERIAL FIBER— QQ 00 @ TRANZEO WIRELESS TECHNOLOGIES POWER OVER ETHERNET POWER
V4 _ _
B | / - | SUPPLY TR—SUR-001
: WITH 1/0 : @ ALLEN—BRADLEY SLC 5/05 PLC
| @ MITSUBISHI F940GOT—SWD—E OPERATOR INTERFACE TERMINAL
@ MITSUBISHI MELSEC—FX2N PLC
@ FIBER PATCH PANEL
SIGNAMAX MEDIA CONVERTER 065—1110
@ ALLEN—BRADLEY 9300—RADES REMOTE ACCESS DIAL—IN ETHERNET
MODEM
ALLEN—BRADLEY PANELVIEW PLUS 1250 OPERATOR INTERFACE
TERMINAL
@ ALLEN—BRADLEY PANELVIEW PLUS 400 OPERATOR INTERFACE
| TERMINAL
° B
@ ALLEN—BRADLEY MICROLOGIX 1100 PLC
<l
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MAINTENANCE FACILITY B [ NETWORK CLOSET CONTROL ROOM GENERAL NOTES:
CMF PLC@ @ | @ T o 1. NOT ALL SWITCH, PATCH PANEL, AND MEDIA CONVERTER PORTS ARE
/CAT 5/6 @ 2 2 @ /CAT—5/6 — SHOWN FOR CLARITY.
O A -O- 2% A -O
o © g NP4 o FIBER o o G NOTE 8 CAT-5/6 — 2. IT DOES NOT APPEAR THAT THIS FIBER LINK BETWEEN THE ADMIN
@ - () ol / ol () NOTE 5 BUILDING AND NORTH BLOWER BUILDING IS CONNECTED TO ANY REMOTE
O000 gp T—op 7 oP—T 00 0O Ch— 00000 : — END DEVICES.
ol  FIBER FIBER e /
Oooo o o o o L1010 L CAT-5/6 ' ' 3. THIS IS A REMOTE /O RACK.
NOTE 8 FIBER — <—T—1+>—CAT-5/6 OPERATOR
IFIX 5.5
O 4. THIS DEVICE IS CONNECTED BUT DOES NOT APPEAR TO STILL BE IN
STANDALONE
TO COUNTY _ | Q9 O] L SERVER USE.
NETWORK A\ oo O L _
FIBER |oo O _ _ 5. THERE ARE MULTIPLE SUBNETS ON THIS NETWORK. IT IS BELIEVED THIS
0 SWITCH PERFORMS THE ROUTING, BUT THIS SHOULD BE CONFIRMED.
CAT-5 /6—F CENTRIFUGE CONTROL PANEL
_ B @ ol 1l {5 | 6. NOT ALL PLC /O SLOTS AND MODULES ARE SHOWN FOR CLARITY.
PR ER 7. THIS MODULE IS FOR SERIAL CONNECTION TO ADDITIONAL REMOTE 1/0.
FIBER%: NOTE 4
| | 8. NOT ALL CONNECTIONS TO DATA CENTER SWITCHES ARE ACCOUNTED
[00 00 ¢0] FOR.
| J {CAT—5/6
L - O O KEY NOTES:
SOUTH BLOWER BUILDING (RIO-B) $—FIBER
O o @ EXTREME NETWORKS SUMMIT X460—G2—48P—10GE4, 48—PORT
O O COPPER, 4—PORT FIBER SWITCH
AL L IZIDUEIEIEIEI@
@|¢¢ 50 00] | oTE | @ BLACK BOX 10/100 MBPS MEDIA CONVERTER SWITCH
CAT-5/6— @
———FIBER DEWATERING NETWORK CONTROL PANEL FIBER PATCH PANEL
@éé B @ @ ALLEN—BRADLEY MICROLOGIX 1100 PLC
(]
o o~ @ HIRSCHMANN SPIDER 4TX/1FX—ST SWITCH
O o o
R o o @ CENTRECOM MC12T AND MX40F /ST MEDIA CONVERTER
SERIAL SERIAL @I¢¢ ©0 QO] DFWNCP PLC \ U0 o o /
REMOTE 1/0 REMOTE 1/0 @ CAT-5/6 @ TRENDNET MMF MEDIA CONVERTER
CPU
NORTH BLOWER | oo 0 %||% NETGEAR FS105 5—PORT 10/100 MBPS SWITCH
BUILDING (RIO—X) L |
@ ALLEN—BRADLEY PLC—5
CENTRIFUGE FEED PUMP +—FIBER
ﬁETWORK CONTROL PANEL - ALLEN—BRADLEY CONTROLLOGIX PLC
EFFLUENT BUILDING TERTIARY TREATMENT BUILDING ¢|@ @ @ @ @ @
l_ ] | FIBER FIBER FIBER FIBER FIBER @ ALLEN—BRADLEY STRATIX 5700 10—PORT COPPER, 2—PORT FIBER
@ / o o]\ o / o}, / o o / o] SWITCH
M@ RIO-T oo o 5 x =are O O
o o @ HIRSCHMANN MM2—4TX1 AND MM3—4FXM2 4—PORT COPPER,
]E ]E 0o ° E E 'r U o o E 4—PORT FIBER SWITCH
o o o o +—CAT—5/6
2 N © S 0 K= +—FIBER
1010 /SERIAL REMOTE 1/0 I0IC @ 0 MCC'S 10 VED'S CEPNCP PLC @ BLACK BOX HARDENED 10/100 MBPS EDGE SWITCH
[NOTE 3 ; /INOTE 3 O CHiT™™ BLOWER @ CENTRIFUGE FEED
@ @ [0 CHH-—=— 1-3 AND — PUMPS 1 & 2 ALLEN—BRADLEY PANELVIEW 600 OPERATOR INTERFACE TERMINAL
(::) 4 (FUTURE)  Lq9p—— 1270 lofe
FIBER \— FIBER — F'BER@ FIBER @ O D= 0] = @ ALLEN—BRADLEY SLC 5/05 PLC
o o / o / gH/ _fo} / o} to o “CAT=5/6 ol 3 ) /
O v -OH
o A\ © ALLEN—BRADLEY PANELVIEW PLUS 1000 OPERATOR INTERFACE
Ej E] (o) (o) (o} o) FIBER FIBER le) TERMINAL
(o] (o} (o] (o] (o}
10O ©
o o o o @ ALLEN—BRADLEY 9300—RADES REMOTE ACCESS DIAL—IN ETHERNET
| — N | — — | — MODEM
+—FIBER
,S_LUDGE THICKENER BUILDING (R|O—S)_| C,QNTROL BUILDING - PHOENIX CONTACT FL SWITCH 8TX 8—PORT COPPER SWITCH
CONTROL BUILDING PANEL |(RIO—C) B INFLUENT PUMPS PANEL (SLC—IP)
RIO—S @ @ FIBER @ @ FIBER
MCC—EFF—1 A\ o ¢ o o g
FIBER |o o 1
o o O+
o (o} (o}
o o (o}
— — +—FIBER — +—LFIBER
O ©
-0 O /
CAT—5/6
va=1= /
O O
CAT-5/6
— — —_ |
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